CLI Manual



CLI Manual




Table of Contents

1= = o PP Vi
OBJECHIVE ...ttt ettt ettt ettt et e e et e e e ra e Vi
TaAGEL BUAIENCE ...oeteeeeii ettt Vi
Conventions used in thiS MaENUEL ..........c.uuiiiiiiie e Vi

L H I D e ettt e 1
GEEEING HE D et et e e et e e e 1

22 oo 1 o [P PP 2
TO ACCESS The CLI oot et et e e eenns 2
TO ACCESS e CONAINGY .....eetiieeiii ettt ettt e et e e et e e e 2

3. KNowing the CLI COMMENGS ........ueiiiiieiiiie ettt e e e e s 3
LiSt Of COMMENGS ....ovvneiiiei e ettt e e et e e et e e e et e e e enb e eeens 3
COMMEANG BPPIY ettt ettt ettt e s 4
Command BSEFANSIAHTON ......ceeetieeiei et et e r e 4
ComMMEANG DONG ...ttt e r e e e e 5
ComMMEANG DIIAGE ...ttt 5
CommaNd ClEAIN-CIG ...eeevi e 6
COMMEANG CIOCK ...ttt ettt e ettt e e e et e eeeata e eees 7
COMMEANG DBEEZLS ... ettt ettt ettt ettt et et e et e e et e e e eba e 7
CommaNd dD-CHECK ...t 8
Command diSK-CACKE .......cooiiiiii e 8
1001010000 o 0 TP 8
COMMENG ANSOUETY ...ttt e et e et e et e e et e et et e e e e et e e e e eba e 8
10001000 1= ) PPN 9
Command FIOWCOIECL ........uuiiiii e e e e 9
Command FIOW-PIrODE ...t 9
Command fIOW=-SAMPLING ...t e 10
ComMMEANG NOS-GUENY ...ttt ettt e e ettt e e et e eeen e e eentnaaees 10

FHOIA TISE et e 10
Command NOSINAIME ........uiiiiii et ettt e e e e enanas 11
ComMMEAN INEEITACE ... . ettt e e et e et e e e et e eeeate e eees 11
CommanNd IPCONLION ... .ottt e et e e et e e e e et e e e ent e eeees 12
COMMENG TOGVIBIV ...ttt ettt ettt e et e e e e e e e eenens 12
1600]071 0072010 [ ¢ 11 o TP PSP UPPPPTRPPPIN 13
COMMEANT NEPGUETY ... eeee ettt ettt et ettt e et e e et n e et et e e et et e e e e nba s 13
Command PEACKEE-AUIM .....uueeeiii et et e et e e e et e e e e bt eeeenaaeaenns 14
COMMEANG PSSO ...ttt ettt ettt e ettt e e et et e et et e e e e eba e e e eran s 16
Command PAECHEOON .......cuueeiiii e 16
1600] 00100721010 [ 11 o [P R U SPPPTTRPPPN 16
Command POWENOTT ... e 17
COMMEANG PrOBE ...ttt e et 17
COMIMEANT PrOCESS ...t eeeett ettt e ettt e et et e et ettt e et et e e e ettt e e et e bt e e e eett s e e eett e eeeernaeaees 18
COMMEANT PrOMPL ..ttt ettt e et ettt e e ettt e e e et e e e ettt s e et etba e et eabreeeenb e e eeentnaeeees 19
1000] 00100 F= 0o [N 1= = APPSR PUPPPTRRPPPIN 19
1000] 0010 F= 0o [ 1= o] £ PP PPTPUPPPTI 19
COMMEBNG FESUM ..ttt e et et e et e e et e e et e et e et et e e et e e et e eetn e e een s eeaneaennaaeennns 20
COMIMENT TOULE ...ttt ettt ettt ettt e ettt e e et et e e et et e et e et e e e e et e e e eeann s 20

AAING FOULE ...ttt e e et eeeaa s 20

REMOVING FOULE ...ttt ettt et e et e e e s 20
COMMEBNG SAVE ...ttt et e e et e e e e et e e et e e et e e et e e et e e et e e eaneaeens 21
COMIMENT SEIVICE ...ttt ettt e ettt e et e e e et e e e e e eaa e e eenanns 21
ComMMEaNG SMEAI-CIAG ... eeeeete et e e et e e e e et e e e eaa s 22




CLI Manuad

(00141400 1K 0 101 22
ShOW @l <. e 23
SNOW aIPEADIE ..eeeeee e 23
S 10V oo o P 23
S 10V o o [o 23
SNOW CIOCK <.oeii i e e e 23
RS 10 o oL 24
S 10T o o P 24
SHOW ISK-CACNE ... i e e 25
S 10V o [ 25
ShOW FIOWCOIIECE ...eeecee e e 25
SHOW FlOW-PIODE «..eeei e e e e 25
Show FlOW-SEMPLING ...ovnieic e e 26
S 10T 0= =L 26
SNOW INEEITACE .vu it e e 26
S 10TV o oo 11 o 26
S 10TV 111 1T Y 26
S 10 011 TSP 27
S 10TV o (0] PPN 27
S 10T o] 0o 27
S 10TV o (0] 1 ) P 27
RS 10 A | (= PP 27
S 10T = Vo P 28
S 10TV 0T oo T o P 28
S 10T o= o PPN 28
S 10T o] - o (= 28
SNOW UPEIMIE e it e e e e e e e e e e e e st e e e e et e e et e e aanaaes 29
S 10T AR = = o o 29
SNOW WEDSEIVEL .. iiiiiii et e e e e e et e e e e e et e e et e e eaaeeeaes 29

(004100 TaTo IR 1011Vt ox o [P 29

ComMENd SNOW-NOW ..uiiiicii e e e e e e e e e e e e aen 30

(000100 Ta o K= 0 T oo T 31

(004140 TaTo IS 0T 41 o T o T 32

(0041400 IR 0o 32

(004140 a o IR (o = (= TP 33

(0000 100= a0 (= o= 011 | (=S 33

(004100 a o IR £ (P 34

LO0 4140 TaTo BT T =1 = PP 34

(04 100T= a0 IR = = o] o PN 35

COMMENG WEDSEIVEL ...t e et e e e e e e e e e et e et e e et e e et e e et e eannas 35

A, GlOSSAIY ..ivtiiiii ettt e e e e e aas 36

ADDIEVIALIONS . .oueiii e 36




List of Tables

1. ManUal CONVENTIONS ... ..uiiiiiiieiie e e et e e e e e e et e et e et e et et e et e et e eaeenns Vi
L1 GEEING HEIP oottt et ettt e eaaa s 1
3.1, LISt Of COMMANGS ....uiinii e e e e e e e e e e e e et e e e e e e een 3
3.2. Bond Command NOALION ........cuuiiiiiiie e e e e e e e e e e e e e e e e een 5
3.3. Bridge Command NOTBLION .........ccouuuieiiiiiiee ettt e e e e 6
3.4. Clock Command NOLBEION ..........iiuiiiieiie e e e e e e e e e e e e e e eaas 7
3.5. Date2ts Command NOELON .........couiiiiiiiii e e e e e e e e e et eaaaas 7
3.6. Flow-probe Command NOTELION .........ccouuuiiiiiiii e 9
3.7. Flow-sampling - Sample-type NOLALION .........ciereiieiiiii e 10
3.8. Hds-query Command NOBIION ...........uuiiieiiieeiiiiie ettt e e e e e e ereaes 10
3.9. TRAFIP - LiSt Of FIEIAS ...uneiiiieiiiee e e e eens 11
3.10. SLAVIEW - List Of FIEIUS . .vuii e 11
3.11. HOStNAME COMIMANG .....ouiiitii ettt e e e e e e e et e et e et e e e e e e eaeenaas 11
3.12. Interface COMIMANG .....ouuiieiii e e e e e e et e et e eaeens 12
3.13. LOGVIEW COMIMEAING ....vuiiiiiiiee ittt e et e et r e et et e et et e e e et e e e e 13
3.14. NTP Command NOLBEION .......couiiiiiii e e e e e e e e eanes 13
3.15. Ntpquery Command NOTBLION .........coouutuiiiiiiieeeei et e et e e e e e ene e eees 14
3.16. Ntpquery - Left margin NOLAiON .........ccuuuiiiiiiiieeiiie e 14
3.17. Packet-dump Command NOLEETON .......ccouuuiiiiiiieeiiii e 15
3.18. Ping Command NOLBLIOMN .........coeiutneeiiiiee ettt e et e e e 17
3.19. Probe Command NOALION ........c.iiiiiiiii e e e e e e e e e e e e ees 18
3.20. Process Command - OULPUL FOIMMEL .........uuiiiiiiieei e 19
3.21. Resum Command NOAHION ........oiuniiiiiie e e e e e e e ans 20
3.22. Route Command NOAHON .........couiiiiiiiii e e e e e e aaas 21
A IS A o= PP 21
3.24. ShOW COMMEANG ... .ot e e e e e e et e et e et e e e e e e eeaeees 22
3.25. SHOW ClOCK NOLBLION .. cuuiitiit e et e e e e e e e e et e et e e e e e e e e eraeenas 24
3.26. SNOW-CFQ COMIMANG ......eiiiiie ettt ettt ettt e et e e e e e e e e 29
3.27. ShOW-NOW COMIMANG ... ouniiiii e e e e e e e 30
3.28. SNMP Command NOLBEION .........uiiiiiiiii e e e e e e e e e e eaas 31
3.29. SNMPV3 PArAMELEIS ....ceiiiiiieiit ettt ettt et 31
3.30. Speed Command NOLATON .......ccoeuteiiiii et e e 33
3.31. Storage CommMENA NOEEION ......cceuuieiiiii ettt e et e e e 33
3.32. Traceroute Command NOEHON ..........c.iiiiiii e e e s 33
3.33. Ts2date Command NOLALION ........ceuiiiiiiieie e e e e e e e e e e e e en e 34
3.34. Update Command NOBLION ..........ceeuueieieeiiiee et e ettt e e e e e e e e e erae e eennes 35
N o o (= A o] S L PP 36




Preface
Objective

This manual describes how to configure and maintain Telcomanager appliance using the CLI (Command
Line Interface).

Target audience

This manual was designed for network administrators, network consultants and Telcomanager partners.

Conventions used in this manual

This document uses the following conventions:

Table 1. Manual conventions

Item Convention

[1 Square brackets enclose an optional element
(keyword or argument).

<> Anglebracketsenclosearequired element (keyword
or argument).

Exanpl es This font means the text is an example.

# Comments explaining the command used in the
example.

Commands, buttons and keywords Boldface font.

Vi



Chapter 1. Help
Getting Help

This section shows how to get help using the CLI.

Table 1.1. Getting Help

Command Purpose

? Listsall commands available.

command ? Shows overview about the command. Example:
ts2date? or ts2date ?

abbreviated-command-entry <T ab> Completes a partial command name. Example:
ts2<Tab> will be completed and the command
ts2date will be shown on CLI




Chapter 2. Login

To access the CLI

First of al, you will need an SSH client to access the Command-line interface (CL1).

You can use PUTTY, the popular free SSH and telnet client for Windows. It can be downloaded using
thislink http://www.putty.org.

Execute the program and make sure the PUTTY Configuration window is open. To configure this
program, follow the procedure below:

1. Select the Session tab.
2.  Enter the IP address of your appliance.
3. Select SSH connection type and don't forget to check if the port is 22.

4. Click on Open button

To login, follow the next procedure:
1. Enter withadmin in"login as:".

2. Usethe password telcoadm (don't forget to change it using the password command).

Finally, the string below will be shown on your CLI and you will be logged.

Tel coAppl i ance>

To access the Container

To login, follow the next procedure:

1. Using the browser of your preference, access <IP>:8080;
2. Fill the Usernamefield with "admin”;

3. Fill the Password field with "t3lcOm4n! @#";

4. Click on Login button.




Chapter 3. Knowing the CLI commands

List of commands

Thistable provides all the commands you can use and their description.

Table 3.1. List of commands

Command Description

apply Apply current settings to running configuration
astranglation Starts ASN trandlation

bond Bond configuration

bridge Bridge configuration

clear-cfg Clear temporary configuration

clock Set system clock

date2ts Convert date format to timestamp
db-check Checks database integrity

disk-cache Appliance tuning

dns DNS configuration

dnsquery Query Internet name servers interactively
exit Exit from the CLI

flowcollect Flow collector configuration

flow-probe Flow-probe configuration

flow-sampling

Set flow sampling

hds-query HDS viewer

hostname Hostname configuration
interface Interface configuration
ipcontrol Ipcontrol configuration
logview Print logs

ntp NTP configuration
ntpquery NTP server monitoring tool
packet-dump Capture packets

password Update user authentication
patchtool Patch tool

ping Send ICMP echo messages
poweroff Turn off

probe Probe running system information
process Kill process

prompt CLI string configuration
restart Restart system
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Command Description

restore Restore system configuration

resum Re-summarize the interval between two instants
route Route configuration

save Save to startup configuration after apply
service Service management utility

show Show running system information

show-cfg Show config system information before apply
show-how Show how to replicate running system information
smart-diag Print SMART information

snmp SNMP statistics

snmp-cfg Appliance SNMP agent

Speed Interface speed configuration

storage Data storage management utility

traceroute Trace route to destination

ts2date Convert timestamp to date format

update System update

version Version information

webserver Virtual root configuration

Command apply

After achange using another command, you haveto apply the current settings. If you want this modification
to be definitely saved, do not forget to use the command save after.

For instance:

Tel coAppl i ance> show pronpt
Pronpt configuration:
string: Tel coAppliance
Tel coAppl i ance> pronpt Test
Tel coAppl i ance> appl y
Pl ease, wait.
Setting up phase0
Setting up phasel
Setting up phase2
Setting up phase3
(Unsaved) Test >

Command astranslation

Using this command, it's possible to translate source and destination ASN (Autonomous system number)
by source and destination IP, respectively.
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It has 4 parameters: enable, disable, update and status. Check below.

To enable this feature, use the following command: astrandation enable <URL>. A message will be
displayed to confirm if you really desire to download the table containing the ASN. To proceed, type yes.

To update the file containing the table, type: astrandation update <URL >.
To disable the trandation, use the command: astranslation disable.

To show the current astranslation configuration, use the command: astrandation status.

Command bond

Using this command you can show or drop a bond or create a new one. Besides it's possible to add an
interface to abond or remove it.

To see the current bond configuration, use show bond.

To create abond, use bond create <NAME>. Once abond is created, its mode is O (zer o).
To set the bonding mode, enter the following command: bond <NAME> mode <M ODE>.
To drop abond, use bond drop <NAME>.

To add an interface to a bond, use bond <NAME> add <INTERFACE>.

To remove an interface from a bond, use bond <NAME> remove <INTERFACE>.

Table 3.2. Bond Command Notation

Notation Description

NAME "bondX", where " X" is the bond number

MODE Bond mode. Thevalid values are: 0,1,2,3,4,5 and 6,
where;
0 baance-rr

1 active-backop
2 balance-xor
3 broadcast

4 802.3ad

5 baance-tlb

6 baance-ab
INTERFACE "netX", where"X" is the interface number

Command bridge

Using this command you can show or drop a brigde or create a new one. Besides it's possible to add or
remove an interface to a bridge.
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To see the current bridge configuration, use show bridge

To create abridge, use bridge create <NAME>

To drop abridge, use bridge drop <NAME>

To add an interface to a bridge, use bridge <NAME> add <INTERFACE>.

To remove an interface from a bridge, use bridge <NAME> remove <INTERFACE>.

Table 3.3. Bridge Command Notation

Notation Description
NAME "brdX", where " X" is the bridge number
INTERFACE "netX", where"X" isthe interface number

Command clear-cfg

Y ou can check achange beforeto apply using the command show-cfg. If you do not want thismodification
anymore, you can use clear -cfg to clear this temporary configuration.

For instance:

Tel coAppl i ance> show ntp #Checking ntp state
NTP confi guration
server-1: 0.pool.ntp.org
server-2: 1.pool.ntp.org
server-3: 0.br.pool.ntp.org
state: on

Tel coAppl i ance> ntp state off #Changing ntp state

Tel coAppl i ance> show ntp #ntp state before to apply
NTP confi guration
server-1: 0.pool.ntp.org
server-2: 1.pool.ntp.org
server-3: 0.br.pool.ntp.org
state: on

Tel coAppl i ance> showcfg ntp #Checking the nodification before apply
NTP confi guration
server-1: 0.pool.ntp.org
server-2: 1.pool.ntp.org
server-3: 0.br.pool.ntp.org
state: off

Tel coAppl i ance> clear-cfg #C ear tenporary configuration

Tel coAppl i ance> showcfg ntp #Checking if clear-cfg command worked
NTP is not nodified.
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Im portant
Notice that this command only clear temporary configuration, that is, before to apply.

Command clock

Use this command to configure the system time and date.
To seethe current date and time, use show clock.

You can change only the date (clock <DATE>), only the time (clock <TIME>) or the both of them
together (clock <DATE> <TIME> or clock <TIME> <DATE>).

Notation:

Table 3.4. Clock Command Notation

Notation Description

DATE "YYYY/mm/dd'; "Y" stands for year, "m" for
month, "d" for day

TIME "HH:MM:SS'; "H" stands for hours, "M" for
minutes, "S" for seconds

I mportant
Y ou will not be ableto set clock if NTPis ON.

Command date2ts

If you want to convert date format to timestamp, you have to use the command date?ts.
Full command syntax: date2ts <Y EAR> <MONTH> <DAY > <HOUR> <MINUTE>

Notation:

Table 3.5. Date2ts Command Notation

Notation Description

YEAR Full year notation
MONTH Month, from 1 to 12
DAY Day, from 1to 31
HOUR Hour, from 0 to 23
MINUTE Minute, from 0 to 59

Look at the following example:

Tel coAppl i ance> date2ts 2014 07 03 10 30
Ti mest anp: 1404394200
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Command db-check

Thistool analyses all tables of the system to check database integrity.

To run this command, just to type db-check on screen and answering "yes' to the question which asks
if you want to proceed.

Tel coAppl i ance> db- check

Command disk-cache

Configure the disk-cache parameters using this command.

Available options:

 disk-cache set dirty_ratio <INTEGER>. Thisinteger has to be between 10 and 80.

» disk-cache set dirty_expire <INTEGER>. Thisinteger has to be between 3000 and 720000.

« disk-cache set dirty_background_ratio <INTEGER>. Thisinteger has to be between 10 and 60.

« disk-cache reset. This command will reset all parametersto its default value. It has to be followed by
apply, save and restart.

« disk-cache highmem_is dirtyable <yesno>.

Command dns

This command is used to Domain Name System (DNS) configuration.

To display your current DNS configuration, enter show dns on screen.

To set primary DNS manually, enter dns primary <IP>, which IPisavalid |P address.

To set secondary DNS manually, enter dns secondary <IP>, which IPisavalid |P address.

It's possible to specify the IP version. To do this, enter ipv4 or ipv6 before enter the | P. For instance:

Tel coAppl i ance> dns primary ipv4 10.0.0.13
Tel coAppl i ance>

When the IP version is not specified, the system consider it as IPv4.

I mportant
You can't forget to apply and save your modifications.

Command dnsquery

Query Internet name servers interactively using this command.

For instance:
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Tel coAppl i ance> dnsquery googl e. com
Request: googl e. com
| P: 173.194. 119. 37

Tel coAppl i ance> dnsquery 173.194. 119. 37
Request: 173.194.119. 37
Host : ri o01s08-in-f5.1e100. net

Command exit

Use this command to quit from the command-line interface.

Command flowcollect

Define the maximum default number of templates to be kept by the collector. When this limit is reached,
the oldest template is discarded.

To do this, enter the command: flowcollect max_templates <N>, where N is the maximum number of
templates.

I mpor tant
Use this command very carefully. Only change the maximum default number of templatesif it
isreally necessary.

Command flow-probe

Flow-probe is a process which runsin TRAFip.
To visualize the current flow-probe configuration, enter: show flow-probe.
Enable flow-praobe typing flow-probe enable and disable typing flow-probe disable.

You need to configure the destination-ip and the destination-port. So, use the commands: flow-probe
destination-ip <IP> and flow-probe destination-port <PORT>.

To set active flow lifetime, use the command flow-pr obe active-timeout [SECONDS] and, to set inactive
flow lifetime, use the command flow-probe inactive-timeout [SECONDS].

Y ou can add an interface to flow-probe, but this interface needs to be added to a bridge. To do this, type
the following command: flow-probe add <INTERFACE> <M ODE>.

Table 3.6. Flow-probe Command Notation

Notation Description

IP A valid |P address

PORT A TCP port number

SECONDS A positive integer.active-timeout must be between
10 and 3600, and default is 60; inactive-timeout
must be between 1 and 60, and default is 15
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Notation Description

INTERFACE "netX", where " X" is the interface number

MODE Choose the mode: ingress, egress, in-egress or
sniffer.

Command flow-sampling

Y ou can set the flow sampling and type-sample using the command flow-sampling set <sample-type>
<INTEGER>. Thisinteger value is the minimum number of octets or packets to not discard a flow. It
means that the flows with less than <INTEGER> octets or packets will be discarded.

To stop discarding flows, enter the command flow-sampling unset <sample-type>.

Table 3.7. Flow-sampling - Sample-type notation

Notation Description

octets Discard flows with less than threshold octets.

packets lows will have a probability of being discarded
based on the number of packets.

Command hds-query

To consult the summarized data, you can use this command.

Command syntax: hds-query select <SYSTEM> <HDS ID> <FIELD LIST> <START> <END>
<PAGED>.

Y ou can also squeeze the selected by you summarized data entering this command: hds-query squeeze
<SYSTEM> <HDSID> <FIELD LIST> <START> <END> <PAGED> <AGGREGATION SIZE>
<FUNCTION>.

Table 3.8. Hds-query Command Notation

Notation Description

SYSTEM Enter trafip or slaview

HDSID

FIELD LIST Refer on Field list section.

START Start time in Timestamp format.

END End time in Timestamp format.

PAGED 1 for paged output O otherwise.

AGGREGATION SIZE Time interval in seconds in which function will be
applied.

FUNCTION Choosethefunction: sumsg(sum of squares), sum,
avg, count, max or min

Field list

Select thelist of fields to be used.

10
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Table3.9. TRAFip - List of Fields

TRAFIP Fidds Syntax

* All TRAFipsfields
Source packets pktAb

Destination packets pktBa

Source flows flwAb

Destination flows flwBa

Source bytes bytAb

Destination bytes bytBa

Table 3.10. SLAview - List of Fields

SL Aview Fields Syntax

* All SLAviews fields
[0-23] Example: "0,1,2,5-8" , "9,10,11,12-18,22,23"

Command hostname

Use this command to change the appliance hostname.

The sintax is; hostname <NAM E>.

Table 3.11. Hosthame command

Notation

Description

NAME

Hostname. Fill with a string.

Command interface

Use this command to visualize and change interface's configuration.

To visudizeinterface's configuration, enter show inter face. Besides, to display more specific information
about the interface, like Speed and Supported link modes, for instance, type the command m_bold(show

interface <INTERFACE> link-status).

To assign an |Pv4 address for an interface, use the command: interface <INTERFACE>[:<LABEL >]

ifaddr <IP>/<MASK>.

To assign an |Pv6 address for an interface, use the command: interface <INTERFACE>[:<LABEL >]

ifaddr6 <IPV6>/<MASK>.

Toremovean | Pv4 addressfrom an interface, use the command: interface<INTERFACE>[:<LABEL >]

ifaddr remove.

Toremovean |Pv6 addressfrom aninterface, use the command: interface<INTERFACE>[:<LABEL >]

ifaddr6 remove.

To up an interface, enter interface <INTERFACE> up.

To down an interface, enter interface <INTERFACE> down.
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To set the protocol as bridge, type: interface <INTERFACE> bridge. It is not possible to enter this
command when the interface protocol isbond.

To set the protocol asbond, type: interface<INTERFACE> bond. Itisnot possibleto enter thiscommand
when the interface protocol is bridge.

To change aMAC address, enter interface <INTERFACE> hwaddr <MAC>.

To clean the network information of all the interfaces, use the command: inter face r eset.

I mportant
Be careful using the last command, because the MAC address change can invalidate the license
of TRAFip.

Table 3.12. Interface Command

Notation Description

INTERFACE "netX", where"X" is the interface number

LABEL Aninteger positive value. Useit to create additional
virtual interfaces for an interface.

MAC A valid MAC address

IP A valid IP address

MASK An 1P mask or an integer complementing the CIDR
notation

Command ipcontrol

Use this command to filter access to the appliance for a particular IP.

To visualize ipcontrol's configuration, enter show ipcontrol.

To permit or block access to an | P address, use the command: ipcontrol add <per mit|block> <I P>
To delete an ipcontrol filter, use the command: ipcontrol del <permit|block> <I P>

Be careful not to block the access of the machine that is accessing the applience

I mpor tant
You can't forget to apply and save your modifications.

Command logview

Using this command, you can visualize the logs available on the system. To display all of them, enter the
command: logview <SYSTEM > list.

To show a continuous log output, you may use the following command: logview <SYSTEM> stream
<LOG>.

To display thewholelog on output, type: logview <SY STEM > all <L OG>. Whilethelog isbeing shown,
you may click on Space key to see more information.

You can display on output just the last lines of alog, just type: logview <SYSTEM> -<N> <L OG>
[ZIP_NUMBER].

12
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It's possible to display only the first lines using logview <SYSTEM > +<N> <L OG> [ZIP_NUMBER].

Table 3.13. Logview Command

Notation Description

N A positive integer, representing the number of lines
to be shown.

LOG The log you want to analyse. You also can enter
SQL for SQL server logs or WEB for web server
logs.

ZIP_NUMBER When a log has more than one file, you may see a
specific file by entering its number.

SYSTEM It can be TRAFIP or BASESYSTEM.

Command ntp

Entering this command, you can view Network Time Protocol (NTP) configuration and manage the ntp
servers.

To show NTP configuration, including information about its state, type show ntp. The output will be like
this:

Tel coAppl i ance> show ntp
NTP confi gurati on:
server-1: 0.pool.ntp.org
server-2: 1.pool.ntp.org
server-3: 0.br.pool.ntp.org
state: on
To enable NTP, just type: ntp state on. And to disable NTP, type: ntp state off.
To set an NTP server in thelist, type ntp add server<N> <HOST >
To remove an NTP server from the list, enter the command: ntp remove server<N>.

To stop NTP process (ntpd), enter: ntp stop. To start it, enter: ntp start. To restart it, enter: ntp restart.

Notation:

Table3.14. NTP Command Notation

Notation Description
N Position of the server inthelist, from 1to 3
HOST NTP server; may be an |P address or aname

Command ntpquery

NTPQuery isaNTP server monitoring tool. It means you can verify if ntp serversisworking well.
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The syntax is: ntpquery <HOST>. The HOST is the NTP server which will receive the queries and it
may be an |P address or a host name.

The output will have the following form:

renote refid st t when poll reach del ay of fset jitter
+pcdsh05. on. br JRIG 1 wu 537 1024 377 14.724 4,759 1.418
*gps. ntp. br .GPS. 1 wu 254 1024 377 5.264 3.278 135.338
+cl ockl.redhat.c .CDVA. 1 u 71 1024 377 132.353 4.057 1.041
-ntpl.ja. net .GPS. 1 wu 111 1024 377 222.560 22.703 23.326
+clock.tl.fukuok .GPS. 1 wu 30 1024 377 295.849 3.524 0.112

Table 3.15. Ntpquery Command Notation

Column Description

remote Server and peer entries listed in the configuration
file

refid Current source of synchronization

st Stratum

t Type, where u=unicast, m=multicast, I=local and -
=dont know"

when The time in seconds since the peer was last heard

poll The poll interval, in seconds

reach The status of the reachability register

delay The lastest delay, in milliseconds

offset The offset, in milliseconds

jitter Thejitter, in milliseconds

The characters beside the remote column represent the synchronization status of each peer.

Table 3.16. Ntpquery - Left margin notation

Character M eaning
+ candidat - acceptable peer, but not the current
system peer

- outlyer - discarded peer

* sys.peer - declared system peer

To monitore aNTP server on debugging mode, type: ntpquery debug <HOST >.

Tip

To see and configure your NTP servers, use the ntp command

Command packet-dump

Packet-dump isapackageanalyzer. It meansyou can capture packetsfor analysis only using thiscommand.
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To only capture packets from a specific interface, you have to use the syntax: packet-dump interface
<netX>.

To define the number of packets to be captured, use the command: packet-dump packets <number>.

To only capture packets from a specific port, you have to use the syntax: packet-dump port <port>. You
can select more than one port, only you have to do is separate the ports you want with comma. It will be
like this: packet-dump port <portl,port2,..,portN>.

If you do not want capture packets from a specific port, type the command: packet-dump notport <port>
or packet-dump notport <portl,port2,..,portN>.

To only capture packets from a specific host, you have to use the syntax: packet-dump host <host>. You
can select more than one host, only you have to do is separate the hosts you want with comma. It will be
like this: packet-dump host <host1,host2,..,hostN>.

If you do not want capture packets from a specific host, type the command: packet-dump nothost <host>
or packet-dump nothost <portl,port2,..,portN>.

To not resolve | P addresses and portsin the captured packets, use parameter -n. So, use the syntax: packet-
dump -n.

I mportant
All the previous parameters work together.

Table 3.17. Packet-dump Command Notation

Notation Description

netX A valid interface where X is the number of
the interface. To view your interfaces, type the
command show interface

number A positive number
port A valid port number
host A valid host IP Address

See the following example:

Tel coAppl i ance> packet-dunp interface netO port 22 packets 5

tel co-tcpdunp: verbose output suppressed, use -v or -vv for full protoco
| decode

listening on net0, |ink-type ENIOMB (Ethernet), capture size 65535 bytes
11: 04:17.670151 I P trafipfed02.tel co.ssh > 10.0.0.233.54859: Flags [P.],
seq 2920521486: 2920521630, ack 3564702542, win 201, length 144

11: 04:17.671205 I P trafipfed02.tel co.ssh > 10.0.0.233.54859: Flags [P.],
seq 144:272, ack 1, win 201, length 128

11: 04:17.671520 I P 10.0.0.233.54859 > trafipfed02.telco.ssh: Flags [.],
ack 272, win 256, length O

11: 04:17.673179 I P trafipfed02.tel co.ssh > 10.0.0.233.54859: Flags [P.],
seq 272:688, ack 1, win 201, length 416

11: 04:17.674161 I P trafipfed02.tel co.ssh > 10.0.0.233.54859: Flags [P.],
seq 688:864, ack 1, win 201, length 176

5 packets captured
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9 packets received by filter
0 packets dropped by kernel

Command password

To update user authentication, use the command passwor d.

Procedure 3.1. Update user authentication steps
1. Enter the command password;

2. Typethe new password;

3. Retype the new password;

4. Enter the command apply;

5. Enter the command save

Command patchtool

This feature allows you to apply official patches on the system.
Every patch has the following estructure:
 tmpatch-<build_version>-<sequence number>.patch

To install a patch, enter the command: patchtool install <http|https>://<host>:<port>/<patch_file>.
After this, it's necessary to enter with the command: patchtool apply <patch sequence>.

There is a command that will show you the patch description, if it exists. For this purpose, use the
command: patchtool details <patch sequence>.

To apply al patches installed for this version, use the command: patchtool apply-all.
If you want to list all the patchesinstalled, enter: patchtool list.
If you want to remove the patches, type: patchtool er ase.

By default, every system update erases all the patchesinstalled.

I mportant
Y ou will need to contact the Telcomanager support to get the patchs.

Command ping

This command sends ICMP echo messages to test the connection and latency between two network
connections.

To send echo messages. ping [ipv4 | ipv6] <HOST >
To send echo messages filled with a pattern: ping [ipv4 | ipv6] <HOST > data <PATTERN>

To decide the number of times to repeat the ping: ping [ipv4 | ipv6] <HOST> repeat <COUNT>
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To define a data length to the messages: ping [ipv4 | ipv6] <HOST > size<SIZE>

To send echo messages without resolving names: ping [ipv4 | ipv6] <HOST> no-dns

I mpor tant
When the IP version is not specified, the system consider it as IPv4.

Table 3.18. Ping Command Notation

Notation Description

HOST Destination |P address or hostname to ping.

PATTERN Hexadecimal (0-9a-fA-F) representation of a bit
pattern.

COUNT Number of packets to send. It is a positive integer
and the default is 5 packets.

SIZE Number of bytesin a packet. It is a positive integer
and the default is 56 data bytes.

Y ou may enter all the parameters at once. Look the following example:

Tel coAppl i ance> pi ng www. googl e. com br repeat 3 size 56

Pl NG ww. googl e. com br (173.194.119.63): 56 data bytes

64 bytes from 173.194.119.63: icnp_seq=0 ttl=55 tinme=59.194 ns
64 bytes from 173.194.119.63: icnp_seq=1 ttl =55 tine=30.682 ns
64 bytes from 173.194.119.63: icnp_seq=2 ttl =55 tine=31.127 ns
--- www. googl e. com br ping statistics ---

3 packets transnitted, 3 packets received, 0% packet |o0ss
round-trip mn/avg/ max/ stddev = 30. 682/ 40. 334/59. 194/ 13. 337 ns

Command poweroff

This command is used to turning off the system.

Y ou can use power off to turn off after confirming or power off ASAP to turn off as soon as possible.

Command probe

Y ou can create probes with the following types: DNS, HTTP, TWAMP, ICMP, SSH or TCPConnect.
The type of probe determines what the probe sends to the server.

To create aDNS probe, enter: probe create DNS name <NAME> destination <HOST> URL <URL>.
To createaHTTP probe, enter: probe create HTTP name <NAME> URL <URL>.

To create a TWAMP probe, enter: probe create TWAMP name <NAME> destination <HOST>
num_packets <NUMBER> light <yesjno> packet_interval <TIME> payload <BYTES> source
<HOST> [port <NUMBER>] [type-p <DSCP>].

Tocreateal CMP probe, enter: probecreatel CM P name<NAM E> destination <HOST > num_packets
<NUMBER> packet_size <BYTES> packet_interval <TIME> high_latency discard <NUMBER>
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low_latency discard <NUMBER>. The parameters high_latency discard and low_latency discard
have zero as default value and they define how many packets will be discarded from the statistics.

To create a SSH probe, enter: probe create SSH name <NAM E> destination <HOST> port <PORT>.

To create a TCPConnect probe, enter: probecr eate TCPConnect name<NAM E> destination <HOST >
port <PORT>.

You can edit a probe using its index or its name. To edit it using the index, enter: probe edit index
<ID_VALUE> <PARAM> <NEW_VALUE>. To edit it using the name, enter: probe edit name
<ID_VALUE><PARAM> <NEW_VALUE>.

To set the limit of probe threads, type the following command: probe tcp_max_threads <NUMBER>.
To view the configured limit, enter: show probetcp_max_threads.

Tovisualizeall prabes configuration, enter: show probe. If you want to see aspecific probe configuration,
type the command show probe index <INDEX> or the command show probe name <NAME>. For
instance: show probe 1

To visualize al probes statistics, enter: show probe stats. If you want to see a specific probe statistics,
enter the previous command with the probe index. For instance: show probe stats 1

To delete a probe by index, type: probe remove <INDEX>. To remove a probe by name, type: probe
remove name <NAME>.

To delete all probes at once, type: probe remove all.

After to create or to remove a probe, it is necessary to type the probe apply command. Do not forget to
save this change using the probe save command.

Table 3.19. Probe Command Notation

Notation Description

NAME Probe name. Attention: It must be unique!

HOST A valid IP address

URL A valid URL

PORT A valid TCP port

BYTES The packet size in bytes

TIME The packet interval in milliseconds

NUMBER A positive integer

DSCP A positive integer between 0 and 63

INDEX When you create a probe, it receivesanumber. This
isthe probeindex and it is always a positive integer
or zero.

ID_VALUE It can be the probe index or the probe name. Only
used in probe edition.

PARAM Probe param to be edited.

Command process

Y ou can use this command to display the processes that are running or to kill any of them.
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To list the processes, type the command show process.

Table 3.20. Process Command - Output for mat

Column Description

PID Process ID

%CPU How much of the CPU is being used
%MEM How much memory the processis using
VSZ Virtual Memory Size of the processin KiB
RSS Resident Set Sizein KiB

STAT Process status

STIME Process start time

TIME Total CPU usage

PROCESS Process name

Tokill aprocess, type processkill <PID>.

Command prompt

Entering this command you can modify the string to be displayed on CLI prompt.
To see the current string, type show prompt.

To change the CLI string use the following syntax:

prompt <STRING>

<STRING> is the new string to be displayed on CLI prompt and it has the maximum length of 32
characters.

For instance:

Tel coAppl i ance> show pronpt
Pronpt configuration:

string: Tel coAppliance
Tel coAppl i ance> pronpt Test

Note: Do not forget to apply and save.

Command restart

Use this command to restart system. Y ou aways have to enter it after update command.

Command restore

Y ou can restore configuration to start-up conditions or to factory conditions.

In thisfirst option, enter the command: restore startup.
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In the second one, enter the command: restor e factory.

Command resum

If you deserve re-summarize the interval between two instants, you have to use this command.

The full syntax of this command is: resum <SYSTEM> <YYYY/MM/DD> <HH:mm><YYYY/MM/
DD> <HH:mm>.

Notation:

Table 3.21. Resum Command Notation

Notation Description

SYSTEM trafip or daview

YYYY 4-digit year

MM 2-digit month

DD 2-digit day

HH 2-digit hour

mm 2-digit minute. It will be rounded to a multiple of 5

To check the status of the current re-summarization, enter: resum <SY STEM > status.

To stop are-summarization process, type: resum <SY STEM > cancel.

Command route

The route command is used to manager the IP routing tables.

To display the current route configuration, enter: show route. The output will show the following
information: Destination, Netmask, Gateway, Interface and Flags.

Adding route

To bind default route to gateway, enter: route add [ipv4 | ipv6] default gw <IP>.
To bind target to aroute by gateway, enter: route add [ipv4 | ipv6] <IP>/<MASK> gw <IP>.
To bind default route to device, enter: route add [ipv4 | ipv6] default dev <INTERFACE>.

To bind target to aroute by device, enter: route add [ipv4 | ipv6] <IP>/<MASK> dev <INTERFACE>.

Removing route

To unbind default route from gateway, type: route del [ipv4 | ipv6] default gw <IP>.
To unbind target from aroute by gateway, type: route del [ipv4 | ipv6] <IP>/<MASK> gw <IP>,
To unbind default route from device, type: route del [ipv4 | ipv6] default dev <INTERFACE>.

To unbind target from a route by device, type: route del [ipv4 | ipv6] <IP>/<MASK> dev
<INTERFACE>.
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Table 3.22. Route Command Notation

Notation Description

IP A valid IPv4 or IPv6 address

MASK An IP Mask

INTERFACE "netX", where"X" is the interface number
I mportant

When the IP version is not specified, the system consider it as IPv4.

Command save

After apply a modification using the command apply, you have to type the command save if you really
want this modification to be saved.

For instance:

Tel coAppl i ance> show pronpt

Prompt configuration:
string: Tel coAppliance

Tel coAppl i ance> pronpt Test

Tel coAppl i ance> apply

Pl ease, wait.

Setting up phase0

Setting up phasel

Setting up phase2

Setting up phase3

(Unsaved) Test> save

Test >

Command service

You will use this command to manage the services. The service's name can be trafip, scheduler, web
or xl.

To view which serviceis"ON", enter show service.

Toturnon or turn off Trafip service, enter service <ACTION> trafip. Enter "on" or "off" in <ACTION>.
To stop aservice, enter service stop <SERVICE_NAME>.

To start aservice, enter service start <SERVICE_NAME>.

Torestart a service, enter servicerestart <SERVICE_NAME>.

Table 3.23. Services

Service Description
Trefip Related to Trafip processes
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Service Description

Scheduler Affect scheduled processes

Web Service Affect Web access

SQL Service Related to Database processes
I mportant

This command does not need to be applied and saved, so be careful!

Command smart-diag

Use smart-diag command to consult SMART information from HD.

It's also possible to test this functionality. Choose short-test parameter for a faster test or long-test
parameter to obtain more specific results.

Tel coAppl i ance> snart -di ag

Tel coAppl i ance>

Tel coAppl i ance>

Tel coAppl i ance> snart-di ag short-test
Tel coAppl i ance>

Tel coAppl i ance>

Tel coAppl i ance> snart-di ag | ong-test
Tel coAppl i ance>

Command show

Using this command, the running system information can be displayed on screen.

This command does not work just by itself, it needs to be completed. So, the full sintax is: show
<OPTION>

All the possibilities to <OPTION> are shown in the following table:

Table 3.24. Show command

Option Description

al View all system configuration.
arptable Show arp table.

bond View bond configuration.
bridge View bridge configuration.
clock Displays system clock.

cpu View CPU statistics.

diag View interface diagnostics.
disk-cache Appliance tuning.

dns View dns configuration.
flowcollect View the flow collector configuration.
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Option Description

flow-probe View flow-probe configuration.

flow-sampling View flow sampling configuration.

hostname View hostname configuration.

interface View interface configuration.

ipcontrol View ipcontrol configuration.

memory View memory usage statistics.

ntp View NTP configuration.

probe View probe information or configuration.

process View process list.

prompt Display CLI string configuration.

route View route configuration.

service View service management utility.

snmp-cfg View appliance SNMP agent configuration.

speed View interface speed configuration.

storage View data storage management utility.

uptime View uptime.

version Displays system version.

webserver View virtual root configuration.
Show all

This option displays all already configured parameters.

Show arptable

To show the arp table (1P address, hardware type, flags, hardware address, mask and device), type: show
arptable.

Show bond

Enter this command to view bond configuration.

Type show bond to view all configured bonds or show bond <NAM E> to view a specific one.

Show bridge
Enter this command to view bridge configuration.

Type show bridgeto view all configured bridges or show bridge <BRIDGE> to view a specific one.

Show clock

Something in the following format will be printed on screen displaying the system's time and date:

<WEEKDAY> <MONTH> <DAY > <TIME> <YEAR>
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Notation:

Table 3.25. Show Clock Notation

Notation Description

WEEKDAY Day of the week

MONTH Month

DAY Day

TIME "HH:MM:SS"; "H" stands for hours, "M" for
minutes, "S' for seconds

YEAR Full year notation

Tel coAppl i ance> show cl ock
Wed Cct 1 09:37:35 2014

Show cpu

It displays CPU statistics on the screen.

Tel coAppl i ance> show cpu

procs --------- Menor---------- -swap- --i0-- -system ----cpu----
r b swdd free buff cache si so bi bo in cs us sy id wa
1 00 1712048 6768 291500 0 O 32 21 202 468 2 1 94 4

Show diag

To view interface diagnostics, enter: show diag interface <INTERFACE>.
To view interface statistics, enter: show diag interface <INTERFACE> stat.

Remember: <INTERFACE> has to be replaced by "netX", where "X" isthe interface number.

Tel coAppl i ance> show diag interface netO
Supported |ink nodes: 10baseT/ Hal f 10baseT/ Ful |
100baseT/ Hal f 100baseT/ Ful |
1000baseT/ Ful |
Supports auto-negotiation: Yes

Advertised |ink nodes: 100baseT/ Full
Adverti sed pause frame use: No
Adverti sed auto-negotiation: Yes

Speed: 1000Mb/ s

Dupl ex: Ful |
Aut o- negoti ati on: on
MDI - X:

Li nk detected: yes
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Show disk-cache

It displays the disk-cache configured parameters. To set them, go to disk-cache section.

Tel coAppl i ance> show di sk-cache
di sk-cache configuration:
dirty ratio: 20
dirty expire: 3000
dirty background rati o: 10
hi ghmem_ i s_dirtyabl e: 0

The 0 ('zero) valuein highmem _is dirtyable means that it was set with no parameter. When this option
is configured with yes parameter, the value will be shownis1 (‘one).

Show dns

It displays DNS (Domain Name System) configuration.

Tel coAppl i ance> show dns
DNS confi gurati on:
primary:

10.0.0. 13
secondary: 10.0.0.2

Show flowcollect

It displays the maximum number of templates received by the collector.

flowcol | ect configuration:
max_tenpl ates: 10

Show flow-probe

Inserting the show flow-pr obe command, the flow-probe configuration will be printed on screen.

Tel coAppl i ance> show f | ow probe
FLOW PROBE confi guration

St at us Enabl ed
Destination IP 127.0.0.1
Desti nation Port 63636
Active tineout 90

I nactive timeout 15
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Show flow-sampling

The show flow-sampling command displays the minimum number of octets or packets to not discard a
flow.

To set this value, use the flow-sampling command.

Show hostname

It displays the appliance hostname.

Tel coAppl i ance> show host nanme
Host name: repl-114

Show interface

To view a specific interface configuration: show interface [INTERFACE].

Tel coAppl i ance> show i nterface net0
| NTERFACE confi guration

net 0 protocol : bridge

Y ou might get more detail s about theinterface configuration typing: show interface[INTERFACE] link-
status.

Tel coAppl i ance> show i nterface netO |ink-status
Settings for netO:

Supported |ink nodes: 10baseT/ Hal f 10baseT/ Ful |
100baseT/ Hal f 100baseT/ Ful |
1000baseT/ Ful |

Speed: 1000Mb/ s

Dupl ex: Full

Aut o- negoti ation: on

Li nk detected: yes

Show ipcontrol

To visualize ipcontrol's configuration, enter show ipcontrol.

Show memory

To show the memory usage statistics, enter show memory.
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Tel coAppl i ance> show nenory ?
show nmenmory - Menory usage statistics

OVERVI EW
show nmenory

Show ntp

Shows the NTP (Network Time Protocol) configuration.
Tel coAppl i ance> show ntp
NTP confi gurati on:
server-1: 0.pool.ntp.org
server-2: 1.south-anerica. pool.ntp.org

server-3: 0.br.pool.ntp.org
state: on

Show probe

To view probe configuration, enter: show prabe.
To display probe statistics, enter: show probe stats.
Finally, to display the limit of probe threads, enter: show probetcp_max_threads.

Show process

To show all processes, enter: show process.

Show prompt

This command prints on screen the CL1 string.

Tel coAppl i ance> show pronpt
Prompt configuration:
string: Tel coAppliance

Show route

Y ou can view the route configuration entering the command: show route.

Tel coAppl i ance> show route

Rout e confi gurati on:
Desti nation Net mask Gat eway Fl ags
def aul t 10.0.0.1
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Show service

Displays the status of each service (Trafip, Scheduler, Web Service or SQL service).

Tel coAppl i ance> show servi ce

Service st at us
Trafip ON
Schedul er ON
Web Service ON
SQL service N

Show snmp-cfg

Shows the appliance SNMP agent configuration.

Tel coAppl i ance> show snnp-cfg
snmp-cfg configuration:

enabl e

conmuni ty: public

sysl ocati on: Unknown
syscont act : adm n@onpany
sysnharne: Tel coAppl i ance

Show speed

Enter show speed to print on screen the interface speed configuration.

Tel coAppl i ance> show speed
Speed configuration:
interface: netO

aut oneg: on

Show storage

It displays the name, theid, the total, free and used size of storage.

Tel coAppl i ance> show st or age
Narme Id Size Used Free

st or age 1 0.0 @ ----- a----
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|- Trafip FileSystem - 28.5G 428.9M 28. 1G

Show uptime

Typing you can view the uptime, the number of users and the load average.

Show version

It makes possible to view the model, the serial number (when it's already configured), the factory, UUID1,
UUID2, the image, the version and the build.

Show webserver

It displays the vroot used to access the web.

Command show-cfg

This command is used to checking a modification before to apply.
The full sintax is: show-cfg <OPTION>

All the possihilities to <OPTION> are shown in the following table:

Table 3.26. Show-cfg command

Option Description

all View all temporary system configuration.

bridge View temporary bridge configuration.

dns View temporary dns configuration.

flow-probe View temporary flow-probe configuration.

interface View temporary interface configuration.

ntp View temporary NTP configuration.

probe View temporary probe information or
configuration.

prompt Display temporary CLI string configuration.

route View temporary route configuration.

snmp-cfg View temporary appliance SNMP  agent
configuration.

Speed View temporary interface speed configuration.

For instance:

Tel coAppl i ance> show ntp

NTP confi guration
server-1: 0.pool.ntp.org
server-2: 1.pool.ntp.org

#Checking ntp state
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server-3: 0.br.pool.ntp.org

state: on

Tel coAppl i ance> ntp state off

Tel coAppl i ance> show ntp
NTP confi gurati on:

#Changi ng ntp state

#ntp state before to apply

server-1: 0.pool.ntp.org
server-2: 1.pool.ntp.org

server-3: 0.br.pool.ntp.org

state: on

Tel coAppl i ance> showcfg ntp

NTP confi gurati on:

#Checki ng the nodification before apply

server-1: 0.pool.ntp.org
server-2: 1.pool.ntp.org

server-3: 0.br.pool.ntp.org

state: off

Command show-how

Using this command, you will can replicate running system information in other system due to the fact
that the commands are printed exactly like they were configured.

Table 3.27. Show-how command

Option Description

al Commands to replicate configuration.

astranglation Commands to replicate astrandlation configuration.

bond Commands to replicate bond configuration.

bridge Commands to replicate bridge configuration.

dns Commands to replicate DNS configuration.

flow-probe Commands to replicate flow-probe configuration.

interface Commands to replicate interface configuration.

interface Commands to replicate ipcontrol configuration.

ntp Commands to replicate NTP configuration.

probe Commands to replicate probe configuration.

prompt Commands to replicate CLI string configuration.

route Commands to replicate route configuration.

snmp-cfg Commands to replicate SNMP agent configutation.

speed Commands to replicate interfface  speed
configuration.

L ook the following example:
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Tel coAppl i ance> show how pr onpt
pronmpt Tel coAppl i ance

Command snmp

The Simple Network Management Protocol (SNMP) is an application-layer protocol and is used to
manage and monitor network elements.

At CLI, the following SNMP commands are available: snmp get, snmp walk, snmp bulkget and snmp
bulkwalk.

Use snmp get to communicate with a network entity using SNMP GET requests. The full syntax
is. snmp get <IP>[:PORT] <COMMUNITY> <VERSION> <OID> [ AUTH_TYPE USER
PASSWORD_TYPE PASSWORD PRIVACY_PASSWORD].

Use snmp walk to retrieve a subtree of management values using SNMP GETNEXT requests. The full
syntax is: snmp walk <IP>[:PORT] <COMMUNITY><VERSION> <OID>[ AUTH_TYPE USER
PASSWORD_TYPE PASSWORD PRIVACY_PASSWORD].

Use snmp bulkget to communicate with a network entity using SNMP GETBULK requests. The full
syntax is: snmp bulkget <IP>[:PORT] <COMMUNITY> <VERSION> <OID> [ AUTH_TYPE
USER PASSWORD_TYPE PASSWORD PRIVACY_PASSWORD].

Use snmp bulkwalk to retrieve a subtree of management values using SNMP GETBULK requests. The
full syntax is: snmp bulkwalk <IP>[:PORT] <COMMUNITY><VERSION><OID>[ AUTH_TYPE
USER PASSWORD_TYPE PASSWORD PRIVACY_PASSWORD ].

I mportant
The last two commands, snmp bulkwalk and snmp bulkget, utilize the SNMP GETBULK
message, which is not available in SNMPv1.

Table 3.28. SNM P Command Notation

Notation Description

IP I P address of the device. It can be IPv4 or IPv6.

PORT SNMP port. When this parameter is not specified,
the system consider the default port (161).

COMMUNITY SNMP community string. Only for SNMPv1 and
SNMPv2. Check the Tip below.

VERSION Specifies the version of SNMP used to send the
traps. The versions available here are: " 1", " 2¢"
and"3".

oD ASN.1 object identifier

The table below shows the SNMP version 3 options:

Table 3.29. SNM Pv3 parameters

Notation Description

AUTH_TYPE The security level. It can be noAuthNoPriv
(No Authentication, No Privacy), authNoPriv
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Notation Description

(Authentication, No Privacy) or authPriv
(Authentication, Privacy).

USER User security hame.
PASSWORD_TY PE Authentication type. It can be MD5 or SHA.
PASSWORD Authentication passphrase.
PRIVACY_PASSWORD Password.

Tip

The Default Read-only community string is" public” .

Command snmp-cfg

Configure your Appliance SNMP Agent using this command.
First of all, you can visualize the current SNMP Agent's configuration. Just type: show snmp-cfg.
See the exampl e below:

Tel coAppl i ance> show snnp-cfg
snnmp-cfg configuration:

enabl e

comuni ty: public

sysl ocati on: Unknown
syscont act : adnm n@onpany
sysnane: Tel coAppl i ance

To enable SNMP configuration, enter: snmp-cfg enable. To disable, enter: snmp-cfg disable.

To define SNMP community string, enter: snmp-cfg community <STRING>. For instance, "public’ or
"erlang2"”.

To define location of SNMP device, just enter: snmp-cfg syslocation <STRING>.
To set contact's information, type snmp-cfg syscontact <EMAIL>.

Finally, to set the name, enter: snmp-cfg sysname <STRING>.

Command speed

The speed command is used to configure the speed of an Ethernet interface.

To see your current speed configuration, type: show speed. To see a specific interface speed, type: show
speed <INTERFACE>.

The negotiation mode enables automatic speed configuration. To active this mode, enter speed
<INTERFACE> autoneg on. To deactivate, enter speed <INTERFACE> autoneg off.

Y ou can set the interface speed using the command: speed <INTERFACE> <RATE>.
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Y ou also can set the interface multiplexing mode and choose between half or full operation. Just enter the
command: speed <INTERFACE> duplex <MUXING_MODE>.

Table 3.30. Speed Command Notation

Notation Description

INTERFACE "netX", where " X" isthe interface number

RATE datarate (in Mbps); Options: "10", "100" or "1000"
MUXING_MODE multiplexing mode; Options: "half" or "full"

Command storage

To manage your storage objects, use this command.
To format your storage, enter: storage format <DEVICE |1 D> [swap <GB>] [gpt]

To check the storage, you can use the command: storage check fs <DEVICE ID>. It's important to
remember this command needs to be run on the rescue mode, when the filesystem is unmounted. If you
try to run this command on a mounted filesystem, it may cause a severe filesystem damage. So, be very
careful using this feature.

This command's help shows two more parameters. storage write_ magic <DEVICE ID> and storage
read_magic <DEVICE I D>. These commands are used by Telcomanager support team to detect possible
problems.

Notation:

Table 3.31. Storage Command Notation

Notation Description

DeviceD Deviceid. To discover theid, use the show storage
command

GB The size of swap partition.

gpt Optional parameter. It is used to format the device
using GPT.

Command traceroute

This command prints the route that packets take to a network host.
Full command syntax: traceroute <HOST>

Notation:

Table 3.32. Traceroute Command Notation

Notation Description
HOST Destination address or hostname
For instance:
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Tel coAppl i ance> traceroute ww. googl e. com
traceroute to www. google.com (173.194.119.51), 64 hops max

1 10.0.0.1 (10.0.0.1) 0.367ns 0.331ns 0.419n8

2 192.168.1.1 (192.168.1.1) 0.793ms 1.288nms 0.887ms

3 * * *
4  200.195.81.229 (200.195.81.229) 138.508ms 55.964ns 24.330ns

5 200.223.41.83 (200.223.41.83) 60.177ns 30.460nms 36. 6358

6  200.199.62.155 (200.199. 62. 155) 32.155ms 200. 223. 50. 186
(200. 223.50. 186) 34.317nms 200.199. 62. 157 (200.199. 62. 157) 32. 058ns
7 200.199.54.88 (200.199.54.88) 42.472ms 200.199.54. 184
(200. 199. 54.184) 91.030ns 200.223. 254. 166 (200.223. 254. 166) 30. 0398
8 72.14.217.14 (72.14.217.14) 48.066ns 26.846ns 37. 650n8

9  209.85.254.54 (209.85.254.54) 31.331ns 69.958ns 211.027mns

10  72.14.235.143 (72.14.235.143) 55.777ns 26.741nms 38. 355ns

11  64.233.175.85 (64.233.175.85) 54.185ns 33.863ns 28. 8508

12 173.194.119. 51 (173.194.119.51) 32.774ms 28.505ns 35.291ns

Command ts2date

If you want to convert timestamp to date format, you have to use the command ts2date.
Full command syntax: ts2date <TIMESTAMP>
The output will be in the following format: Date: <YEAR> <MONTH> <DAY> <HOUR> <MINUTE>

Notation:

Table 3.33. Ts2date Command Notation

Notation Description
TIMESTAMP A positive integer
YEAR Full year notation
MONTH Month, from 1 to 12
DAY Day

HOUR Hour, from 0 to 23
MINUTE Minute, from O to 59

Look at the following example:

Tel coAppl i ance> ts2date 1404394200
Date: 2014 07 03 10 30

Command update

The command update is used to updating the system version. Y ou will need an update file provided by
Telcomanager Support. Please, contact our team to get it.
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Full command syntax: update <URI>

Notation:

Table 3.34. Update Command Notation

Notation Description
URI Location of update file

Check the example:

Tel coAppl i ance> update http://local host/tel co-1fs64-5.8-20121127-16011
9-pl-r16219. bzl nage. ful |

Im portant
The system should not be powered off during the update process.

Command version

Enter version history and get alist of all updates.

Thislist includesthe build version, the date on which it wasinstalled, the system architecture (x32 ou x64)
and the checksum (without the header).

Command webserver

Enter webserver vroot <NAME> to set astring to useit as virtual root, where <NAME> is the string.

For instance, if you type the command webserver vroot TRAFip, the web server will respond requests
for <IP>/TRAFip.

To erase the virtual root configuration, type webserver remove.

I mportant
After apply and save, it will be necessary to enter the servicerestart web command.
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Abbreviations

This section shows the abbreviations you will find in this manual.

Table4.1. Abbreviationslist

Abbreviation Description

AD Active Directory.

API Application Programming I nterface.

AS Autonomous system.

ASN Autonomous system number.

Avg Average.

CDP Cisco Discovery Protocol.

CLI Command Line Interface.

CNT It isan analysis type of traffic profile: Content.

CPU Central Processing Unit.

DNS Domain Name System.

DoS Denial of service.

DST It isan analysis type of traffic profile: Distribution.

Enum Enumerate.

EPM Expanded Processing Module. It is an extended
module of SLAview.

FTP File Transfer Protocol.

GB Gigabyte.

GIS Geographic Information System.

HTTP Hypertext Transfer Protocol.

HTTPS Hypertext Transfer Protocol Secure.

ICMP Internet Control Message Protocol.

IETF Internet Engineering Task Force.

IP Internet Protocol.

IPFIX IP Flow Information Export.

IPv4 Internet Protocol version 4. It uses 32-bit addresses.

IPv6 Internet Protocol version 6. It uses 128-bit
addresses.

ISP Internet Service Provider.

Kb Kilobit.

KPI Key Performance Indicator.

LAN Loca AreaNetwork.

LLDP Link Layer Discovery Protocol.
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Abbreviation Description

Max Maximum.

Mb Megabt.

MIB Management Information Base.

Min Minimum.

MPLS Multi-Protocol Label Switching.

MTX It isan analysistype of traffic profile; Matrix.

NaN When avalueis Not A Number.

NTP Network Time Protocol.

OID Object Identifier.

QoS Quiality of Service.

RFC Request for Comments.

RFI Repeated Flow Interface.

SMS Short Message Service.

SMPP Short Message Peer-to-Peer.

SMTP Simple Mail Transfer Protocol.

SNMP Simple Network Management Protocol.

SSH Secure Shell.

TACACS Terminal  Access Controller  Access-Control
System.

TCP Transmission Control Protocol.

TCS Telcomanager Custom Script.

THA Telcomanager Host Agent.

ToS Type of Services.

TSA Telcomanager Windows Security Agent.

UbP User Datagram Protocol.

URL Uniform Resource L ocator.

WAAS Wide Area Augmentation System.

WAN Wide Area Network.
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